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Data Security Strategy 

 Conduct Risk Assessment of Data Center 

 Threat Landscape 

 Existing Controls 

 Security Posture 

Conduct Third Party Risk Assessment of 
Data Center 

 



Physical Security Access Control Hardware 

BCP/DR 
Regulatory 

Compliance 

Server Security 

Insider Threat 

Protection 

• Anti-Virus 

• Patch 

• Vulnerability 

Management 

• DLP 

• Fire 

• Humidity 

• Temperature 

• Building 

Perimeter 

 
• Training 

• Incident 

Management 

• Backup 

Restoration Tests 

• Two-factor 

authentication 

• Virtualization 

• Redundancy 



Countermeasures 

Physical Security 

 Have a secure 
physical location  

 Surveillance cameras 

 Fire resistant walls 

 Install Intrusion alarm 
systems  

 Temperature and 
humidity monitoring 

 Fire Safety 

 Continuous Power 
Supply and backup 

 Preventive 
maintenance checks 

 

Access Control 

 Secure access to 

authorized 

personnel 

 Two-factor 

authentication 

 Give access as per 

role 

 Have virtual 

connections to 

servers 

 Logs inspection 



Countermeasures 

Server Security 

 Use Intrusion 

Prevention System 

(IPS) 

 Secure connections 

to server 

 Identity 

management 

 Ensure regular –  

 AV updation 

 Patching 

 Vulnerability 

assessment 

 

 

Hardware 

 Have backup hardware 

 Secure storage of 
backup tapes 

 Encrypt data 

 Separate web server and 

data server 

 

 



Countermeasures 

BCP/DR 

 Have a second 

datacenter 

 Conduct backup 
restoration drills 

 

Access Control 

 Secure access to 
authorized personnel 

 Two-factor authentication 

 Give access as per role 

 Have virtual connections to 
servers 

 Monitor connections to 
server 

 Have protective 
technologies  - malware 
protection, host intrusion 
prevention, and data loss 
prevention 

 Remove default accounts 

 Isolate from parent network 
where required 

 Layered Defense 



Countermeasures 

Insider Threat 

 Regular training of 

personnel 

 Monitoring of activities 

 Conduct background 

checks 

 Define and test 

Incident Management 
Process 

 



Design Security framework and architecture  
• Overall security goals 

• Level of security required 

• Security standards to be implemented 

• Auditing & monitoring strategy 

• Definitions of Training  & Processes to be implemented 

• Regular Risk Assessments and controls optimization to build 

threat resilience 
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